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Abstract— Traffic at varying bit rates, packet lengths and
packet rates are passed across a bottleneck link. The router
response is determined, especially the onset of instability due
to excessive CPU load. The paper concludes that it is primarily
packet rate that governs the router response. The results are
relevant to multimedia streaming applications.

I. I NTRODUCTION

This paper presents a measurement study designed to find
what metric best determines the router transfer and forwarding
response, focusing upon the critical region when the router
response, given a fixed-size output queue, becomes unstable
due to an excessive CPU load. A testbed approach is employed
to stress the video stream as it passes through typical routers
working at the limits of their performance range. The intention
is to identify potential problems that a video stream will
encounter, with a view to guiding the design of a streaming
application. A set of experiments, varying the bit rate, the
packet length and the packet rate across a bottleneck link,
determine router CPU load. Of course, the bottleneck link
represents the tight link on an Internet path, often found at
the boundary between network core and local LAN. It was
found that packet rate seems to be the significant metric and
not, as might be supposed, input bit rate or packet length.

Optimal packetization schemes are of great interest [1] to
the designers of video streaming applications. As video and
audio packets are often closely spaced, loss correlation is
a more serious problem for video streaming than for other
applications [2], for which losses may appear as essentially
random [3]. Though video inter-packet spacing is similar to
audio (averaging around 30 ms) video packets vary in length.
Video bandwidths can clearly be much higher than other flows
[4], which is a problem if the video traffic takes up a sizeable
proportion of the bandwidth across a tight link. Video delivery
should avoid regimes that result in significant packet losses at
the router queues. However, it is the case [5] that streaming
applications often do send a bursty stream, either for reasons
of coding efficiency or when a none real-time operating system
falls behind its schedule and releases a packet burst.

The remainder of this paper is organized as follows. Sec-
tion II describes the simple network testbed employed and
the experimental methodology. Section III contains the exper-
imental results and an analysis of their implications. Finally,
Section IV presents the main findings from this research.

II. EXPERIMENTAL SCENARIO

A. Network testbed

Fig. 1 shows the network topology employed to test the
routers’ response. TwoCisco 2600 routersare interconnected
with a 2 Mbit/s serial link and the border links (to the Linux
router and receiver) with a 100 Mbit/s Ethernet link. Clearly,
the bottleneck link is located in the 2 Mbit/s serial link between
the twoCiscorouters. To aid replication of the network set-up,
the most relevant devices configuration details and Quality-of-
Service (QoS) policy settings are given in Table I. This type
of topology is common in networks. Network planners [6]
advise use of a serial T1 (1.544 Mbit/s) or E1 (2 Mbit/s) link
between a LAN and the border gateway. Network-to-satellite
links share the same topology, though with greater serial link
latency. The queue size settings are typical for Ethernet links.

For traffic response testing a traffic “sender” computer was
used to host thestgr traffic generator.stgr is a traffic generator
originating as part of the network simulator NCTUns [7] but
now employed on a live network. [8] is a case study describing
the use ofstgr. A Linux router monitors the traffic introduced
into the section under test. A “receiver” computer monitors
and stores output traffic from theCisco router.

The CPU processing load was obtained in bothCiscorouters
by using the command “show processes cpu ” The com-
mand option “Cpu utilization for one minute ”
was selected. It is desirable to monitor for shorter periods of
time than one minute. However, that is the minimum possible
for this Cisco router model. The traffic injected into the
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Fig. 1. Basic network testbed employed to model the effect of a bottleneck
link on an Internet path with Cisco routers

routers will affect the router CPU load and therefore the
traffic forwarded. Router A will work as a traffic shaper by
receiving high-speed traffic from the 100 Mbit/s link and then
limiting the traffic in the 2 Mbit/s serial link. In order to
reduce the traffic rate, the router must drop any excessive
packets, usually at its output queue, as this is where the
bandwidth restrictions occur. On the other hand, Router B



TABLE I

NETWORK COMPONENT SETTINGS

Linux Machines Routers
CPU Pentium IV 1.7 GHz Model Cisco 2600
NIC Intel Pro 10/100 Software 12.2(13a)

version
Queue Fast FIFO Queue FIFO
policy policy
Queue 100 Queue in 75, out 40
length length
MTU 1500 B MTU 1500 B
OS Linux kernel V. 2.4.9

will act as a border router, receiving the forwarded traffic
from router A, which will not exceed the 2 Mbit/s serial link
rate. Therefore, it is expected that the router B will be less
affected by the traffic created in the probes. The test events
were synchronized with theag agentprogram and monitored
with tcpdumpand analyzed withtcpflw. ag agentand tcpflw
are in-house software, described in [9].

B. Testing methodology

The proposed methodology is to send 2 minute UDP Con-
stant Bit Rate (CBR) traffic probes from the receiver, through
the two Cisco routers and finally to the receiver. Every probe
has a fixed Packet Length (PL) and constant Packet Inter-
Arrival Time (PIAT). A grid of probes was formed with PL
values of 65, 90 130,1200 and 1500 byte (B); and PIAT =
1x10−4, 2x10−4. . . 9x10−4, 1x10−3, 2x10−3 . . . 1x10−1 s
(making a total of 30 different PIAT). This results in a grid
of 5 x 30 probes. The CPU load is taken for one minute from
when each probe is first received.

The purpose of this test is to find:

• The network traffic conditions when the router becomes
unstable by observing the CPU load under different
conditions: PIAT, PL, and bit rate.

• The router optimal performance (reducing the packet loss
and the router CPU load) by finding the most friendly
traffic conditions.

III. R ESULTS

1) Effect of bit rate on the Cisco Router:- Fig. 2 presents
the CPU load response to the varying bit rate with different
PL.

From these graphs three regions were found. In the case of
a PL of 65 B, there is a “stable” region ranges between 0 and 2
Mbit/s bit rate, when the reported CPU load approaches 72%;
an “unstable” region ranges from just over 2 Mbit/s to about
3 Mbit/s, ending when the reported CPU load decreases from
the 72% level; and a “highly unstable region” starts when the
“unstable” region ends to the bottom line in the right side of
the curve.

Other PLs display a similar behavior, but the onset of router
instability is delayed. The three regions were observed for each
of the PL tested, and all the curves have similar shapes. For
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Fig. 2. Cisco router CPU load response with differing PL at varying bit rate:
(a) Router A, (b) Router B

example the unstable region for selected PL commence at: PL
(65 B) = 2.5 Mbit/s, PL(130 B) = 4.2 Mbit/s and PL(1500 B)
= 46 Mbit/s. Router B, Fig. 2b, presents a similar behavior
beyond a bit rate of 2 Mbit/s. When the traffic reaches 2.2
Mbit/s, with a PL of 65 B, the router reaches a CPU load of
66%.

The “stable region” is when the router does not have any
problems and delivers packets, discards packets and schedules
all internal processes at the desired time. The “unstable region”
occurs when the router is overwhelmed by the traffic load. As
the routing process has high priority, some processes, such
as the ”statistics” process, report a slowdown. The “highly
unstable region” represents a total slowdown of all processes
including routing and the CPU load is incorrectly reported.
Therefore, there is no actual reduction in CPU load as the
recorded results imply.

For constant PIAT, the onset of router instability is linked
to the PL, with the smaller the PL the earlier the occurrence
of instability.

2) Packet rate effect on Cisco Routers.-Fig. 3 shows the
CPU load response to the packet rate with different PLs. In
the graphs, the three regions are again found for each PL curve.
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Fig. 3. Cisco router CPU load response, with different PL, at varying packet
rates: (a) Router A, (b) Router B

However, the curves share almost the same starting points for
the three regions. For example, the unstable region starts in:
PL (65 B) = 4290 packet/s, PL (130 B) = 4092 packet/s, and
PL (1500 B) = 3925 packet/s. This clearly implies that packet
rate, not PL, principally determines the onset of instability.

Fig. 3b shows the CPU load on Router B. Each curve
represents a small portion of the stable region curve shown
in Fig. 3a. For example, the PL (130 B) curve ends at
about the 2000 packet/s point. This sudden halt represents the
limit imposed by the serial link’s bandwidth restriction, 2000
packets with 130 B PL represents a bit rate of 2.08 Mbit/s.

3) Packet Loss response on the two Cisco routers.-Fig. 4
presents the packet loss versus packet rate with different PLs.
Packet loss starts when the maximum bandwidth available in
the serial link is reached. As a result, one can observe that each
curve starts at the equivalent packet rate for the corresponding
PL at the 2 Mbit/s level. Fig. 4b depicts the packets lost in
relation to the bit rate. From this graph, one can see that traffic
composed of smaller packets increases to a high degree the
number of packets that are lost. On the other hand, larger
packets decrease the number of packets lost. This is because
PIAT is constant and, hence, packet rate varies with PL.

IV. CONCLUSION

The CPU load response on typical (Cisco 2600) routers
has been measured to determine how bit rate, packet length,
and packet rate effect the router’s response. The router has to
forward or discard packets as necessary. An increase in the
packet rate will certainly mean an increase in the router CPU
load. The traffic characteristics determine the router’s CPU
load and hence:

• The router CPU load response is largely related to the
packet rate and not to the PL or bit rate.

• In the experiments, after the 4000 packet/s point the
router become unstable for the router configuration .

• The best traffic conditions were found when the PL was
larger, PL (1500 bytes) for standard Ethernet frames,
because larger packets require smaller packet rates to
transmit data.

Therefore, PL indirectly affects CPU load in the sense that
for constant PIAT, the packet rate will be higher for small PLs.
However, for varying PIAT, it is the packet rate that is critical.
This is no doubt due to the buffer slot allocation policy within
theCisco2600 router, which is based on packet number rather
than byte size.

As access to the router software is restricted, these results
are intuitive, in the sense that the cause of the response is
not positively identified. However, while the results presented
are specific to the bottleneck and router configuration, the set
of experiments were extensive, as every curve in the graphs
represents a group of 30 independent experiments, trying to
map all the possible traffic conditions in the router. What is
interesting is that a result was obtained that was repeatable for
each test.

As in most practical situations, the multimedia stream will
not form the only packets traversing the bottleneck link, the
aggregate packet rate should be carefully monitored.
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Fig. 4. Cisco router packet loss response with different PL at varying:(a)bit rate and (b)packet rate


